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PERCEPTIONS OF PRIVACY IN PUBLIC ARE
CHANGING...
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...CREATING A LOCATION
PRIVACY PARADOX
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Facebook — Cambridge Analytica

“He ultimately provided over 50 million raw profiles to the firm, said
Christopher Wylie, a data expert who oversaw Cambridge Analytica’s
data harvesting. Only about 270,000 users — those who participated in
the survey — had consented to having their data harvested, though
they were all told that it was being used for academic use.”

“Facebook said no passwords or “sensitive pieces of information” had
been taken, though information about a user’s location was available
to Cambridge.”



Raising Concerns Over Traditional Geospatial Technologies
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Here’s What FBI Spy Planes Saw In Baltimore Above The
Freddie Gray Protests

Extended video footage provides an unprecedented window on the activities of the FBI's surveillance alrcraft

and ralses concerns

about the monitoring of protests protected by the First Amendment.

Peter Aldhous
BuzzFeed News Reporter
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Impact Could Be Significant
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Drones to Satellites: Should Commercial Aerial Data
Collection Regulations Differ by Altitude? "
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The news and social media commentary of late reveals considerable discomfort with the idea
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that “drones,” or Unmanned Aircraft Sy 1S (UAS), could be used to collect images and data

equipped
with tiny cameras —might track people or record images and data about their movements and
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habits strikes many as invasive.
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Impact to Geospatial Community

« Harder to collect geolocation information
o Will be required to get consent to collection and use

* Will be harder to use geolocation information

o Lawyers will worry about privacy concerns
o See e.g. HIPPA

* |t will become much more expensive
o General Data Protection Regulation



